
COOU Journal of Physical ciences 3(1), 2020S  CJPS COOU
 

 

website:www.coou.edu.ng

441 
 
 

APPLICATION OF BIMODAL BIOMETRIC SOFTWARE  

IN GHOST WORKER ELIMINATION 

 

OKEKE, OGOCHUKWU.C (1)  AND   NWAEBOIWE, TEMPLE U. (2) 

Email:ogoookeke@yahoo.com  Email: tnwaeboiwe@gmail.com 
 

1, 2 Dept of Computer Science Chukwuemeka Odumegwu Ojukwu, University, 

 Anambara State. 

 

 

ABSTRACT 

This work is motivated by the desire to improve (automate) the manual method of recording 

workers attendance. Over the years, many innovations/changes have taken place in some 

large institutions. But the method of attendance management remains almost unchanged. The 

management has continued to adopt the pen and paper way of taking attendance of workers. 

This method of attendance encourages falsification since a staff can write for himself and a 

colleague who may be absent. Even in offices where signature system is used, it can also be 

compromised as some staff can master their colleague’s signature and sign for him when he 

is absent. Hence Object Oriented Analysis and Design Method was adopted to develop 

automated biometric software in ghost worker elimination. Tools such as visual basic .net, 

and SQL (for data storage) were used. The result is automated biometric software for 

attendance keeping used to capture, save, compare, and validate a biometric characteristic 

which makes for easy identification of staff and eliminate all ghost workers from the system. 

The system is easy to use since all staff will be briefed on how to use it. A staff on arrival to 

duty only has to place his finger correctly on the fingerprint/finger vein module while the 

system scans it, perform the processing and mark him present. 

 

Keywords: biometric software, ghost worker, authentication, attendance, attendance 

management.  

 

1.0 INTRODUCTION 

Attendance management of staff in a large institution can be stressful using the conventional 

method of booklets or manual registers. Every institution poses some standards concerning 

how attendance is to be confirmed for each staff on duty.  That is why keeping the accurate 

record of attendance is very important.  The approach of using manual registers to confirm 

staff attendance has been in use for years. There are so many bottlenecks with this 

conventional method, one of such problem is the difficulty for the management to compute 

the percentage of staff attendance to work and frequently modify their information. Also in 

large institution, tracking and monitoring staff time of attendance could be a tedious task, 

time consuming and as well prone to errors. As an alternative to traditional manual clocking 

process by staff on duty, biometrics characteristics can be used for authenticating staff. This 

research will focus on developing Fingerprint and finger vein based Biometric Software for 

Ghost Worker Elimination.  The Fingerprint Biometrics is adopted in this research work for 

the fact that it is one of the most successful applications of biometric technology and addition 

of finger vein makes it more secure. In the manual signing processes, where management 

gives a manual register to staff to write their names and signatures as a form of confirming 
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their presence in the office is always faced with the problem of falsification, where by a staff 

can sign on behalf of his colleague as being present in the office, such deceit can be so 

difficult to prevent especially in large institutions. International Journal of Computer Science 

and Network Security (2009). 

  The trending concern in this modern world is regarding national security, identifying 

theft as well as on-line terrorism. Researcher refers to Biometrics as a solution for detecting 

user’s identity and security challenges emanating in this modern day. Biometric identification 

is any automatically measurable, robust and distinctive physical characteristic or personal 

trait that can be used to identify an individual or verify the claimed identity of an individual. 

Biometric science utilizes the measurements of a person’s behavioral characteristics 

(keyboard strokes, mouse movement) or biological characteristics (fingerprint, vein, iris, 

nose, eyes, jaw, voice pattern, etc.). It is the features captured that is being transformed 

digitally into a template. The recognition software can then be used to discover an individual 

as the person they claim to be. Fingerprint recognition is the most common biometric method 

adopted in identification of a person (Ismail 2009). 

Biometrics is a field of technology that uses automated methods for identifying and 

verifying a person based on physiological and behavioral traits. Because some parts of the 

human body is used in biometrics, the issue of getting lost is not possible and for password to 

be easily guessed is not quite easy.  Also, utilizing biometrics in most cases can be said to be 

more efficient when speed is considered and convenient than employing password and ID 

cards method. 

Using a particular person’s biometric traits as a form of authentication is just like 

using natural physical data as a password. The benefit of using biometric authentication is 

that it is absolutely distinct to each person. There are no two different individuals with the 

same fingerprint and finger vein; it is difficult and impossible for one another to have the 

same fingerprint and finger vein. A collection of fingerprints/finger veins from different 

people can never be the same. Also, none of these biological traits can be guessed by a 

criminal, such as a password which imposter can easily predict using a user birth date or any 

other common password. Infiltration is very hard to come by due to the fact that criminal will 

not be able to snoop around to steal user password when using ATM with the 4-digit pass 

code (Velasquez, 2013). 

Fingerprint on its own can be categorized as one of the most mature biometric traits 

and is accepted in courts of law as a legitimate proof of evidence. Fingerprints are adopted in 

forensic analysis globally in investigations of criminal. More recently, there are growing 

numbers of individuals and commercial users that are currently using or strongly putting into 

consideration of using fingerprint-based identification for no any other reason other than the 

matching performance biometric technology has demonstrated as well as a better 

understanding of fingerprints. Impact of fingerprint in view, addition of finger vein biometric 

to it makes its security more sophisticated. 

Although there are so many positive impacts for using biometric authentication, 

however, unlike username and password, biometric data is a physical feature of a person that 

is fixed and cannot be changed. If a person could have access to adequately scan another 

person’s fingerprint, that scan has the capability to trick the Touch ID system. In that case, 

these biometric features of a person can’t be changed; consequently a criminal can’t be 

prevented from having access to your personal information or files. As fingerprint scanning 

becomes more widely accepted anywhere anytime, this may become a substantial challenge. 
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A criminal can have access to different accounts because with one fingerprint, a criminal may 

have access to multiple accounts that implemented authentication using fingerprint. Hence, a 

biometric system that is based on single biometric identifier does not always come to meet 

the desired performance requirements; multimodal biometric systems come to be an emergent 

trend which can fuse these unimodal systems (finger print, iris, finger vein, facial recognition 

etc.) sequentially or simultaneously for a better authentication of users. 

 This research work therefore will combine finger print and finger vein biometric identifiers 

for authentication of workers. 

 

2.0 Review of Related Literature 

Zhu et.al. (2011), stated and proved in their studies that fingerprint systems have many 

advantages which include ease of use, permanent, unique, good anti-fake mechanism and 

recognized by many people. The practice of using fingerprints as a method of identifying 

individuals has been in use since the late nineteenth century when Sir Francis Galton defined 

some of the points or characteristics from which fingerprints can be identified. These “Galton 

Points” are the foundation for the science of fingerprint identification, which has expanded 

and transitioned over the past century. Fingerprint identification began its transition to 

automation in the late 1960’s along with the emergence of computing technologies. With the 

advent of computers, a subset of the Galton Points, referred to as minutiae, has been utilized 

to develop automated finger print technology. In 1969, there was a major push from the 

Federal Bureau of Investigation (FBI) to develop a system to automate its fingerprint 

identification process, which had quickly become overwhelming and required many man-

hours for the manual process. The FBI contracted the National Bureau of Standards (NBS), 

now the National Institute of Standards and Technology (NIST), to study the process of 

automating fingerprint classification, searching, and matching. 

 

NIST identified two key challenges: 

 

1. Scanning fingerprint cards and extracting minutiae against large repositories of 

fingerprints. 

2. Searching, comparing, and matching lists of minutiae against large repositories of 

fingerprints. 

In 1975, the FBI funded the development of fingerprint scanners for automated 

classifiers and minutiae extraction technology, which led to the development of a prototype 

reader. This early reader used capacitive techniques to collect the fingerprint minutiae. At 

that time, only the individual’s biographical data, fingerprint classification data, and minutiae 

were stored because the cost of storage for the digital images of the fingerprint was 

prohibitive. (Ravi et al 2009a).  Over the next few decades, NIST focused on and led 

developments in automatic methods of digitizing inked fingerprints and the effects of image 

compression on image quality, classification, extraction of minutiae, and matching. 

The work at NIST led to the development of the M40 algorithm, the first operational 

matching algorithm used at the FBI for narrowing the human search. The results produced by 

the M40 algorithm were provided to trained and specialized human technicians who 

evaluated the significantly smaller set of candidate images. The available fingerprint 

technology continued to improve and by 1981, five Automated Fingerprint Identification 

Systems (AFIS) had been deployed (Ravi et al 2009b). There are two different techniques to 
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capture fingerprints. The first is by scanning optically the finger. The other method is by 

using electrical charges, that determines which parts of the finger are directly in contact with 

the sensor and which are not. Each fingerprint has some characteristics such as curves, 

bifurcations, deltas. One set of these characteristics is unique for each person. Moreover, if 

your finger is little dirty, or injured, it will work as well, because the main characteristics of 

your fingerprint are not changed.  

 Ravi (20013) carried out a research work on biometric approach using fingerprint 

recognition. His work was a survey of various unimodal biometric, exposing their strength 

and weaknesses. 

 

Avnaash et al (2016) developed an attendance system for employee within the premises using 

the GPS on the employee device. The admin has the IMEI number of the devices of the 

employee. The employee will register attendance using the smart phone. He can be tracked 

using the GPS and other staff can also know the location of other people using their GPS. 

Once the employee leaves the premises he is logged out and the information is stored. 

 

Unnati et al (2014) use RFID and facial recognition to avoid errors or prevent loopholes in 

their project. But by using RFID require an extra hardware cost and all phones do NFC, as 

well as facial recognition is not very reliable. It may happen that the facial recognition system 

may fail to identify a legit user of the attendance system. 

 

Freya et al (2016) have implemented a login system by which a staff can login to a server and 

mark his or her attendance. They have stored all information on the database and login the 

system. Staff mark their attendance anytime and at the end of the day’s work admin sends the 

data to the server. This will not control lateness to work as the system is not programmed to 

stop marking attendance at a specific time.   

 

Roa et al (2013) proposes a fingerprint identification system to mark attendance. Here the 

system first stores the current staff fingerprint features using ridges, archs, loops and whorls 

using feature extraction and store it in database. Then when staff enters the office, scan their 

thumb on the fingerprint scanner which in turn matches the data stored in the database, 

system marks such staff as present.    

 

Ruyi etal.(2008) Appraise the problem of fast FP retrieval in a large database using 

clustering-based descriptors. The experimental results on NIST database using SVN 

classifiers and orientation image report the accuracy of 86.68% and fastest matching time 

0.056s.  

Lifeng et al. determine the performance of reusable biometric security systems, in which the 

same biometric information is reused in multiple locations, is analyzed. 

 

Lifeng et al.(March 1, 2011) evaluate the single-use biometric system under a privacy 

security trade off frame work. The test results report adequate security.  

Liu et al. (2010) forwards a method using dynamic password and FR for high-security e-mail 

system. The method ensures improved safety for e-mails with lower efficiency. 
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Haiyun et al.(2012)  depict a method for increasing matching speed by compressing spectral 

minutiae feature using Column PCA (Principal Component Analysis) and Line DFT (Line 

Discrete Fourier Transform) reduction techniques.   

 

Chun-I. (December 2009) Constructed a three-factor authentication scheme which combines 

biometrics with passwords and smart cards to provide high-security. 

Bon K. (2009) illustrates practical secure data retrieval and authentication techniques for 

complex distributed systems.  

Yong et al. (2011) designs a prototype to provide authentication to medical staff. The 

prototype ensures reliable electronic medical record system.  

 

3.1 Methodology Adopted 

The methodology adopted for this work is the Object Oriented Analysis and Design Method 

(OOADM). Object Oriented Analysis and Design Method is used here because of the need 

for uniqueness and appropriateness of its set of standards for system analysis and application 

design.  

 

3.2 Analysis of the Present System  

Attendance management in the existing system is a method where the management of an 

organization provides papers/booklets; position one at a strategic place in every department 

within the organization, allowing employees to personally write their names, time, and 

signature daily on arrival to their duty post. This is a manual system of registering an 

employee’s presence on duty post. Basic challenge of this system is falsification of data 

where employee present on duty post helps his colleague who is currently absent to write/fill 

the attendance register. This actually encourages absenteeism, and ghost workers syndrome 

in Abia State Teaching Hospital, Aba. Moreover, the researcher observed that the existing 

system suffers incessant loss of data. Some staff in different departments who have bad 

records in attendance to work steal/misplace the attendance register in other not to expose 

their ills to management, which as well makes it quite difficult to monitor attendance very 

strictly 

. 

  

  

 

 

 

Data flow Diagram of Existing system 

 

3.3 Analysis of the Proposed System 

Based on the facts obtained during the research on different biometric systems, the researcher 

proposed a multimodal biometric authentication system that uses a combination of 

bothfingerprint and finger vein biometrics. A conceptual model for a fingerprint and finger 

vein authentication was therefore developed. The proposed authentication system will use a 

combination of both fingerprint and finger vein scanners. In circumstances were the 

fingerprint cannot be read due to roughages like it is regularly seen among artisans, the finger 

Staff arrives 

to duty 
Filling of 

attendance 

register 

 

Attendance 

register stored in 

file cabin 
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vein can be used to recognize a registered user. To enhance security, passwords and 

encryption were incorporated into the system.   

 

4.0  Result 

 

 
 

The above interface allows the admin to register the finger print of users/staff. It accepts the 

registration of ten fingers so that the staff on arrival to work can clock in with any of the 

fingers. Once next button is clicked it offers more interface to register other employee details. 

Most importantly the finger print/data captured forms a template upon which 

identification/authentication is done. 

 

 
 

The interface above enables the admin to view staff attendance to work. As the system is 

actually designed to store daily attendance record of each staff. 
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This interface displays the number of registered staff of the organization and their details. At 

a glance, the admin can know the number of legitimate staff employed the institution. 

 

5.1 Summary 

Biometric Authentication System (BAS) is a technology that automatically recognizes a 

person based on single/some physical or behavioural traits. These traits include; fingerprints 

pattern, the tissues in the eye iris, the timber of a person’s voice, facial structure, gait etc. A 

Biometric Authentication that is based on single biometric identifier does not always meet 

desired performance requirement, thus; this work which combined finger print and finger 

vein for authentication of workers. 

 The application gives attendance report that shows the number of days a staff 

reported to duty in each month. It saves all attendance information and allows management 

retrieve same as at when due for consequent managerial decisions. It was developed using 

visual basic.net. The methodology adopted for this work is the Object Oriented Analysis and 

Design Method (OOADM). Object Oriented Analysis and Design Method is used here 

because of the need for uniqueness and appropriateness of its set of standards for system 

analysis and application design. We made a critical research of the existing attendance 

processing systems. These researches helped to identify areas to work on. The system was 

developed and tested and proven to have met users’ requirement. 

 

5.2 Conclusion 

The importance of Biometric Authentication System (BAS) in large institutions cannot be 

over emphasized, as it has been a successful strategy which the management employs to 

ensure that salaries and allowances are paid to legitimate staff of the institution only.  

This system offers the management a solution to guide timing, monitoring and staffing 

inadequacies.   

The implementation of (BAS) eliminate completely “Ghost Worker” in the sense that only 

those that the biometric machine recognizes and stores their information in the database are 

being processed by the payroll department and are subsequently paid at the end of the month. 
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