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ABSTRACT 

The paper Multi-Factor Authentication System to Mitigate impersonation in tertiary 

institution was carried out because the unethical attitude of some of our students during 

examination is unbecoming and the high rate of moral decay experienced in conducting 

universities examination is grossly unacceptable since these have adversely contributed in 

low esteem of our student and poor and deplorable educational system. Besides most of our 

students even the very good ones among us have lost the good upbringing and moral 

standard they imbibe when they are growing up. Based on these, a Multi Factor 

Authentication System was designed to checkmate examination misconduct in tertiary 

institutions. The phrase multi factor authentication was used because three major stages of 

verification like biometrics of finger prints, passport authentication and access code must be 

satisfied before a student is dully qualified to write any exams. The performance of the system 

is directly dependent on the quality of the fingerprint images and the quality of the image 

capturing device some of these were tested and verified. The project is an interesting work 

because it will change the mind set of many of our students positively, the project is also an 

evolving concept because it will be updated from time- to- time to be one step ahead of exams 

crime and impersonation.  

 

Keywords: quality of finger prints, mitigate, multi factor, faults and loop-holes, passport 

authentication. 

 

1.0 INTRODUCTION 

1. 1 Background Information 

Biometric approaches to student authentication have become a prominent option and also a 

secured means of authentication which is also in line with emerging universal computing. All 

academic institutions have certain criteria for admitting students into examination hall. That 

is why keeping the accurate record of attendance and fees payments are very important. In 

almost all institutions in the developing countries, clearance is usually done manually using 

paper sheets and old file system approach. 

Biometric identification of a person is fast, easy-to-use, precise, trustworthy and 

economical over traditional manual-based and physical methods. A biometric system 

contains mainly an image capturing module, a feature extraction module and a pattern 

matching module which we classified as Multi Factor Authentication System. An image 

capturing module acquires the raw biometric data of a person using a sensor. Utilizing 

suitable algorithm/s feature extraction module improves the quality of the captured image. 

Database module stores the biometric template information of enrolled Persons. Pattern 
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matching module compares the extracted features with the stored templates, which in-turn 

generates match score. 

This approach gives no room for fraud, impersonation at examination hall unlike the 

paper clearance approaches which encourage fraud, impersonation. As the level of security 

breaches and transaction fraud increases, the need for highly secured identification and 

personal verification technology is fast becoming apparent (Paul et al., 2004).Many 

organizations are trying to identify accurate, safe, and reliable techniques to protect access 

rights to their existing services or operations. Biometrics is the best answer to these concerns. 

Multi Factor (Biometric) Authentication   approach techniques have emerged as the most 

promising option for securing valuable information on system based and their physiological 

and/or behavioral characteristics. Because of the fact that individual’s biological traits cannot 

be forgotten, forged, misplaced or stolen (Hambali, 2015). 

The relevance of biometrics in modern society has been reinforced by the need for large-scale 

identity management systems whose functionality relies on the accurate determination of an 

individual’s identity in the context of several different applications. Biometrics offers a 

secured method of access to sensitive services and obviates the need to carry a token, card or 

to remember several passwords. 

Biometric (Multi Factor Authentication) techniques also reduce the risk of lost, 

forgotten or copied passwords, stolen tokens or even shoulder attacks, yet despite these 

obvious benefits, most biometric techniques are not pervasive in everyday life (Salil and 

Anil, 2003). There are some significant reasons for this. The cost of deployment of some of 

the existing techniques is very high; potentially requiring specialist analytical software and 

machines with the computing power to run it. There is a lack of standardization of many 

methods, and the wide variance of algorithms results in different performance levels from 

comparable equipment. Additionally, end users may refuse to use some types of biometric 

identification due to possible hygiene misunderstandings, cultural differences or ethical 

issues (Farzad, 2012). The exception to this antipathy towards biometrics is fingerprint 

recognition (FR), a well-known technique to identify individuals by comparing fingerprints 

features with a pre-defined template which most people are familiar with nowadays. 

Fingerprint recognition (FR), passport and access code/pin  is widely used today in places 

such as airports and legal system, and it is built into devices such as laptops. Lots  of 

constructive inputs have been performed in literatures, which aim at identify and qualify the 

best methods and algorithms for FR than any other biometric system; however there is still 

not a categorical standard algorithm for FR systems. 

 

 In spite of the obvious advantages of the finger print technique which are;  

i. Low cost of deployment (cost effective). 

ii. Simple to implement and use. 

iii. User must be physically available at the point of identification or verification. (Maltoni, 

2010) 

Biometrics of fingerprints system can be used in two ways: verification or identification. 

When a biometric is used to verify whether a person is who he or she claims to be, that 

verification is frequently referred to as “one-to-one” matching. Identification, by contrast, is 

known as “one-to-many” matching. In identification, a person’s presented biometric is 

compared with all biometric templates within a database in order to get a match (Paul et al., 

2004). 
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1.2 Problem Statement 

The unethical attitude of some of our students during examination is unbecoming and the 

high rate of moral decay experienced in conducting universities examination is grossly 

unacceptable since these have adversely contributed in low esteem of our student and poor 

and deplorable educational system. Some of the problems include: 

1. Students comfortably writing for someone else (student  impersonation) 

2. Poor and time consuming method identification system. 

3. Lack of seriousness on most of our student while preparing for examination. 

4. Lack of zeal, passion and enthusiasm in the future leaders of tomorrow.  

5. Manual verification of student with it consequence delay and error-prone. 

 

1.3 Objectives of Study 

The aim of this research study is to design a multi factor authentication (biometric) system 

approach capable of reducing exam malpractices in tertiary institution, specific objective 

include the following: 

1. To design and determine key performance indicators for Biometric Authentication 

Systems in line with International Best Practice. 

2. To carefully analyse existing biometric systems with a view to discover their 

weakness in tracking student impersonation during exams. 

3. To design new multi factor (biometric) authentication system using finger print 

approach capable of reducing exam malpractice. 

4. To verify the acceptability of the new system in line with existing performance 

indicators earlier identified.  

5.  

1.4 Significance of the Study 

The study of this work multi factor authentication systems using finger print approach was 

carried out because we are of the view that it will establish high standard of academic 

excellence among students of tertiary institution and also enforce strict complice of law and 

order in other fields like National Population Commission, Police, INEC etc. if well 

implemented. Other significance shows that 

1. The system will reduce examination malpractice in higher institutions 

if implemented. 

2. Standard of education will improve 

3. Students will be encouraged to work hard to earn their marks in 

examinations. 

 

1.5 Scope of the Study 

The study is based on the use of Multi Factor Systems Authentication Approach in 

eliminating examination misconduct in Nigeria universities both in federal, state and private 

owned institutions with more emphases on FUTO. This project work will only be using 

fingerprints, access code and facial  method as  means of identification and authentication 

approach bearing in mind that there are few other methods such as iris, DNA, voice, tongue, 

footprints etc. This identity verification will be capable of eradicating impersonation and by 

extension contributes towards behavioral improvement within the examination hall and 

beyond. That is, the nation at large. The design will be done using vb.net with mysql as the 

programming database and also all necessary method of data collection to ensure the system 

meet up with acceptable standard. 
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1.6 Limitations of the Study 

The following are some factors, which acted as an impediments or constraints to the progress 

of the project work; 

a. Inadequate of Documented materials:  It was difficult to start the project initially 

because reference materials at my disposal are limited. 

b. Financial constraint is another factors that limited us in carrying out this project 

effectively since the hardware’s and software requirements involves in this work is 

quite expansive  

c. Time factor due to some pressing family needs we had not enough of adequate 

time to fully analyse, explore and make more extensive research as we would have 

love to. 

 

2.0 LITERATURE REVIEW 

2.1 Conceptual Frame Work 

We understand that the topic on discussion has been in use for a very long time and various 

degree of development, adjustment and adoption have been on the rise because the initial 

concept of biometric have been a very useful tool for proper identification and authentication. 

This method of identification was first carried out years back dated 500BC when  Babylonian 

business transactions were signed in clay tablets with fingerprints and even in 1858, the first 

recorded systematic capture of hand and finger images for identification purposes was used 

by Sir William Herschel, of the Civil Service of India, who recorded a handprint on the back 

of a contract for each worker to distinguish employees. Based on these, people developed 

more interest on the work that made it to still be in existence till date. Yes we choose to make 

our little input. 

 

2.2 Overview  

According to Ezema and Joe (2015) Research on biometric methods has gained renewed 

attention in recent years which stimulated increase in security concerns. The recent attitude 

towards terrorism has influenced people and their governments to take action and be more 

proactive in security issues. This need for security also extends to the need for individuals to 

protect, among other things, their working environments, homes, personal possessions and 

assets. Many biometric techniques have been developed and are being improved with the 

most successful being applied in everyday law enforcement and security agencies. Biometric 

methods include several state-of-the-art techniques. Among them, fingerprint recognition is 

considered to be the most powerful technique for utmost security authentication.  Advances 

in sensor technology and an increasing demand for biometrics are driving a burgeoning 

biometric industry to develop new technologies. As commercial incentives increase, many 

new technologies for human identification are being developed, each with its own strengths 

and weaknesses and a potential niche market. 

Biometrics is the use of measurable, biological characteristics such as finger prints or 

iris patterns to identify a person in an electronic system. Once these measurements have 

been taken, they may then be used to authenticate an individual or user. This is done by 

comparing the sampled biometric against a template taken earlier. Although biometrics is 

viewed as an emerging technology, in reality, their use has been documented throughout the 

history of mankind. In Egypt, thousands of years ago, it was common for individuals to use 
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physical traits or characteristics such as scars, eye and hair color, height, etc., to identify 

individuals for business transactions.  

 

2.3 The Concept of Biometrics 

Rood and Hornak (2008) defined the term “Biometrics” is derived from the Greek words 

“bio” (life) and “metrics” (to measure)  

Biometrics is the use of measurable, biological characteristics such as fingerprints, or iris 

patterns to identify a person to an electronic system. Biometrics is used in computer science 

as a form of identification and access control. It is also used to identify individuals in groups 

that are under surveillance. 

Olaniyi and Lawson (2011) further described Biometric identifiers as the distinctive, 

measurable characteristics used to label and describe individuals. Biometric identifiers are 

often categorized as physiological versus behavioral characteristics. A physiological 

biometric would identify by one’s voice, DNA, hand print or behavior.  Behavioral 

biometrics are Related to the behavior of a person, including but not limited to: typing 

rhythm, gait, and voice. Some researchers have coined the term behavioral metrics to 

describe the latter class of biometrics. 

Shoewu (2011) suggested more traditional means of access control to include token-

based identification systems, such as a driver's license or passport, and knowledge-based 

identification systems, such as a password or personal identification number. Since biometric 

identifiers are unique to individuals, they are more reliable in verifying identity than token 

and knowledge-based methods; however, the collection of biometric identifiers raises privacy 

concerns about the ultimate use of this information 

 

2.4 Performance Metric 

The following are used as performance metrics for biometric systems: 

1 False accept rate or false match rate (FAR or FMR): the probability that the system 

incorrectly matches the input pattern to a non-matching template in the database.  It 

measures the percent of invalid inputs which are incorrectly accepted. 

In case of similarity scale, if the person  imposter in real, but the matching score is higher 

than the threshold, and then he is treated as genuine, that increases the FAR and hence 

performance also depends upon the selection of threshold value. 

 

2 False reject rate or false non-match rate (FRR or FNMR): the probability that the system 

fails to detect a match between the input pattern and a matching template in the database. It 

measures the percent of valid inputs which are incorrectly rejected. 

3 Receiver operating characteristic or relative operating characteristic (ROC): The ROC plot 

is a visual characterization of the trade-off between the FAR and the FRR. In general, the 

matching algorithm performs a decision based on a threshold which determines how close  a 

template in the input needs to be for it to be considered a match. If the threshold is reduced, 

there will be fewer false non-matches but more false accepts. Correspondingly, a higher 

threshold will reduce the FAR but increase the FRR. A common variation is the Detection 

error trade-off (DET), which is obtained using normal deviate scales on both axes. This 

more linear graph illuminates the differences for higher performances (rarer errors). 

 

http://en.wikipedia.org/wiki/Access_control
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http://en.wikipedia.org/wiki/Surveillance
http://en.wikipedia.org/wiki/Keystroke_dynamics
http://en.wikipedia.org/wiki/Keystroke_dynamics
http://en.wikipedia.org/wiki/Keystroke_dynamics
http://en.wikipedia.org/wiki/Keystroke_dynamics
http://en.wikipedia.org/wiki/Gait_analysis
http://en.wikipedia.org/wiki/Gait_analysis
http://en.wikipedia.org/wiki/Speaker_recognition
http://en.wikipedia.org/wiki/Speaker_recognition
http://en.wikipedia.org/wiki/Driver%27s_license
http://en.wikipedia.org/wiki/Driver%27s_license
http://en.wikipedia.org/wiki/Password
http://en.wikipedia.org/wiki/Password
http://en.wikipedia.org/wiki/Personal_identification_number
http://en.wikipedia.org/wiki/Personal_identification_number
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4 Equal error rate or crossover error rate (EER or CER): The rates at which both accept and 

reject errors are equal. The value of the EER can be easily be obtained from the ROC curve. 

The EER is a quick way to compare the accuracy of devices with different ROC curves. In 

general, the device with the lowest EER is most accurate. 

 

5 Failure to enroll rate (FTE or FER): the rate at which attempts to create a template from an 

input is unsuccessful. This is most commonly caused by low quality inputs. 

Failure to capture rate (FTC): Within automatic systems, the probability that the system fails 

to detect a biometric input when presented correctly. 

Template capacity: the maximum number of sets of data which can be stored in the system. 

Speed:  Most manufacturers of biometric devices and software can give clear numbers on 

the time it takes to enroll as well on the time for an individual to be authenticated or 

identified using their application. If speed is important then carefully consider this, 5 seconds 

might seem a short time on paper or when testing a device but if hundreds of people will use 

the device multiple times a day the cumulative loss of time might be significant. 

 

 

      3.0 RESEARCH METHODOLOGY 

      3.1 Introduction  

In this section, we the researchers describes the methodology used for the software design 

and also analyzes the system. The system strengths and weaknesses were also viewed to 

determine areas for improvement. To actualize the Software Engineering Methodology we 

used, which is the  Object Oriented Analysis and Design (OOAD) Methodology, where the 

Top down Software design approach will be followed. The software is coded with the Visual 

basic programming Language as it provides architecture characteristics that will help it run 

on any platform. The expected result will be multi factor (biometric) authentication approach 

for examination conduct that will prevent impersonators during examination exercise. 

 

3.1 Mode of operation in examination conduct  

The university current examination assessment  systems do not make use of any biometrics 

concept. In examination system, student will first of all register their course which they will 

take in the exam and after the registration process an ID card is brought to the exam hall, 

after the registration student passport is also registered but this still not a strong measure or 

security because the eyes is what is used in this case to check for the presented passport and 

the physically present student. Certain student who is not capable of writing the proposed 

course due to laziness in their studies might pay people to come and write the courses for 

them. The persons involve is the impersonator and tend to be committing an exam 

malpractices.   

When it‘s time of exams student are expected to arrive at the examination hall with 

their photo card or id card this id card or photo card serve as an authorization for them to 

gain access to the exam hall and participate fully in the exam. Since the process use is what 

you have and not who you are, impersonator can simply make black and white photocopy of 

the photo card making his picture to be dark so when check during the exam since the 

picture is not clear enough the invigilators  would not be able to accuse them of writing 

exams for someone if noticed.  Also in the university system not all student are known by 

the lecturers ‘student simply arrive the exam hall for the exam and enters with his id card 
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and course form without been check properly if he/she is a student of the institution or not. 

As a result, students from other school can come and impersonate for some students based 

on some shady deals that he is going to be paid certain amount of money, this is now 

common among youth and graduating student since there is no proper security check for the 

students to ascertain if truly they are the eligible   person to write the course and if he/she is 

from the said department/institutions. Using the eye as physical matching  between the 

passport that has been printed and the physically present human to check if the student that 

has register is actually the one writing the exam and if not he/she is apprehend. But this has 

proven to be very inefficient because we don’t know all the students or candidate writing the 

exam. 

 

3.4 Weaknesses of the Existing System 

Several problems tend to exist within the use of the system and as such include: 

1.Inefficient to comprehend the act of exam impersonation 

2.The process of authorization was done manually. This is a concept of what you have 

which can be manipulated at any time by the students. 

3. Matching to establish security measures occurs through the physical eye and this is a very 

big problem and requires great power of recognition, hence an impersonator can be present 

without one  recognizing him.   

 

Solution/Suggestions 

It is expected that the new system will provide solutions to the weakness observed in the 

present system as stated above by providing fast and reliable means of conducting 

examination through the use “Multi Factor Systems Authentication” finger print biometric 

authentication software for student exam clearance. 

 

4.0 RESULTS AND DISCUSSION 

4.1 The New System 

The new system was design to correct the existing problem encountered in the existing 

system, which may include in-accurate identification, un-authenticated matching and 

improper placement. 

 

4.2 Analysis of the New System 

The new system was analyze using the method of analysis of object oriented approach 

because the major designs were done using the findings from the investigations. 

 

4.3  Objectives of the Design  

The objective of this design is to transform the manual method of student’s examination 

verification to a computerized format, of biometric system. Finding out all the manual systems’ 

pit falls, shortfalls and loop holes and then develop an application that will take care of problems 

in the existing system. 

Some of the other objectives are: 

1. To increase the accuracy of screening students for examination  

2. To improve the screening system of student’s identification with a reliable biometric system. 
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4.4        High Level Model 

From  figure 4.1 below it  shows how the flow of the design will look like, it depicts some 

important model that will enhance the development of the program software.  

 

 

 

 

 

 

 

 

 

 

 

 

          Figure 4.1 High level model of the propose system 

4.5 Program / System Design 

The program designed does the work of identification of all modules of the software and the 

relationship that exists between them and also solution statement and coding.  Therefore the 

task each system has is reviewed, streamlined and broken into program module. In figure 4.2 

we notice that the major idea in top-down design is that, the design must progress from the 

general purpose, each program modules being progressively designed.  Each sub-program 

perform error in its logical task.  Modular programming is simply the act of writing programs 

in independent modules, the central ideas in modular programming is to sub-divide the 

system into smaller units that are independently functional and which can be integrated to 

accomplish the overall program objective. Program flow charts are essentially logic diagrams 

used by programmers to graphically depict a sequence of operations and decisions.  

  

4.6 Results of Output Specification  

The sequence of the report is one of the important features that should be concluded. This is 

emphasized because it forms the basis of the detective decision. It aims at providing the 

institution with adequate, effective, well documented up-to- date and formatted output to help 

as a tool in planning and decision making, based on the statistical findings of the 

investigation. The methods of generating reports in the new package takes care of this.  

This form “figure 4.11” shows how the menus of the output will look like. 

 

Overall module 

LOGIN MODULE FILE MODULE VIEW MODULE EXIT MODULE 

USERNAME 

PASSWORD 

Add new 

student 
Search 

Print 

VIEW FILE 

REPORT CLOSE AND 

SHUT DOWN 

SYSTEM 

Student biometric examination verification system 

REGISTER 

Exi

ts 
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Figure 4.11  Output Information Form 

 

 

 

 

 

 

4.6         Flow Chart of each module 
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Figure 4.2   Flow Chart  model 

 

5.0 SUMMARY, CONCLUSIONS AND RECOMMENDATIONS 

5.1Summary 

Biometric verification is a major and important activity to any organization. The system that 

has been in existence is the manual system which has many defects as mentioned earlier. The 

merits of this automated system “Multi Factor” over the existing one are as follows 

1. Accuracy 

2. Reliability 

3. Reduced paper work 

4. Speed in processing time 

End 
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5. It cannot be manipulated 

6. Simple process 

7. Users friendliness with GUI 

 

5.2 Conclusion 

Automated system has proved to be more successful when compared to manual systems. This 

Multi Factor verification system redefines the manual verification system use in the 

examination monitoring process, hence it averts fraud and illegal students certification and 

documentation. Since the value of every degree is the reputation of the institution and the 

staff therein, biometric verification system will in no distance time ‘outdate’ the manual 

verification system. 

 

5.3 Contribution to Knowledge 

Biometric access is a better substitute for the examination cards in verifying user’s identity. 

This study revealed that the incorporated “Multi Factor System” is more secured, credible 

and error free to checkmate student impersonation malpractices, impersonation and other 

unlawful acts as compared to existing manual-paper based. Various researches have shown 

the porosity of identity cards in uniquely identifying individual in the face of sophisticated 

forgery technology but the natural uniqueness in the use of fingerprint that makes it a reliable 

access control technique thereby eliminating impersonation in examination. This study has 

established the enhanced effectiveness of examination clearance using “Multi Factor” 

biometric system. The obvious shortcoming in the manual paper-based is addressed. The 

study will go a long way in addressing the issues of examination malpractices, impersonation, 

and fake clearance in our educational institution among other. The system can be linked with 

the school’s central database so that the student registration phase can be eliminated and the 

bio-data can directly be accessed from the database. 

 

5.4 Recommendation 

We recommend that this work on “Multi Factor Biometric Authentication to curb 

examination Misconduct in Tertiary Institutions” should be speedily implemented to stop the 

illicit and unhealthy behaviour of our students during examination, which is gradually 

becoming a norm.  

 

5.5 Further Studies 

This work should not put a stop to research on biometric verification since we believe that 

there may be new updates due to steady changes on IT technology.   


