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ABSTRACT  

This study integrates a firewall, a malware filtering system and an intrusion detection system. 

The aim of this research is to produce a protection layer (multi-layered protection) that can 

be used to prevent intrusion in a network connected to the internet. To do this, a Firewall 

System was proposed and its features defined in the introductory chapter of this research. 

Literature review was conducted on what has been done by other researchers in the field of 

internet/network security. The design phase of the research was done where the blueprint that 

would be used to design the system was described and the implementation of the developed 

system was presented. The methodology adopted in this research is Object Oriented Analysis 

and Design Methodology. The Enhanced Firewall System using Intrusion Detection 

Approach was designed using the combination of the Visual Basic Object Oriented 

Programming Language and the Access relational database system. The system was designed 

to ensure that the network was protected from foreign intrusions and was able to detect 

attacks from known IP addresses as well as detected and recognized spam electronic 

messages send over the internet.  The new system will enable the network to be protected and 

secure by granting access to authenticated users, filtering e-mails for spam messages, 

employing the use of intrusion detection to filter out malicious traffic, allowing the user to 

update a database containing the information on malicious data, allowing the user to update 

the database information on spam mails to be used for filtering. 
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I. INTRODUCTION 

As the computers and networked systems increases in the world of today, the need for 

increase and strong computer and network security also becomes increasingly necessary and 

important. The increase in the computer network system has exposed many networks to 

various kinds of internet threats and with this exposure, one can see that the need for 

increased network security is vital and important in every organization. With increasing 

reliance on computer systems worldwide for data processing and information storage, the 

need for legitimate security of information and data cannot be overemphasized. Un-

authorized access, revelation or destruction of data can violate individual privacy and can 

even threaten the existence of an organization. Since information is regarded as the live wire 

of an organization, it is therefore, necessary to secure computer systems and the stored 

information (Whitman et al, 2012). Information security is a critical need for individuals as 

well as society and all countries around the world. Network security includes protection 

methods for all information that is stored and transferred through a system network since the 

internet era, more and more computers are attacked by viruses, Trojans and also by various 

kinds of TCP/IP protocol injections. (Henmi et al., 2006). 
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As Internet usage is growing daily, the world is coming closer. The World Wide Web 

(www) sounds like a vast phenomenon but surprisingly, one of its qualities is bringing the 

world closer making it a smaller place to live in for its users. The internet services provide a 

common meeting place for people. It brings the world closer and serves a melting pot of 

ideas. It becomes a market place for users as businesses are transacted in the net, contracts are 

being sort for, even employment opportunities are found. In the present day, admissions and 

scholarship into colleges and universities are easily facilitated in the net. Correspondences are 

changing hands as interaction between/among people who have never met before interact on 

the net. More interesting is the fact that it opens up a social connection for people of the same 

and different ages, sexes and provides solutions to nagging problems that could have taken so 

many years to solve if the net services were not available. Thus to be cut off from internet 

facilities is a bad signal of being cut off from progress and development.  

The most disturbing thing about the internet facilities is that a certain wave of crime 

has been introduced into the system. This is known as internet crime/cyber crime, and it is 

one of the fastest growing criminal activities on the planet that covers a wide range of illegal 

activities. While law enforcement agencies are trying to tackle this problem, it is growing 

steadily and many people have become victims of hacking, identity theft and malicious 

software. Internet crime incorporates anything from downloading illegal music files to 

stealing millions of dollars from online bank accounts, (Alese & Adu, 2014). It also includes 

non-money offenses, such as creating viruses on the computers or posting confidential 

business information on the Internet. Debarati and Jaishankar (2011), defined Cybercrime as 

"Offences that are committed against individuals or groups of individuals with a criminal 

motive to intentionally harm the reputation of the victim or cause physical or mental harm, or 

loss, to the victim directly or indirectly, using modern telecommunication networks such as 

Internet.  

Internet has become more and more extensive, in our present world, internet is 

accessible everywhere in our house, in our work place, mobiles, cars, everything is connected 

to the internet and if any unauthorized person is able to acquire access to this network they 

can not only spy on us but they can easily mishmash up our lives (Shruthi, 2017). Internet 

crime is now becoming a big challenge and one of the reasons for the growing menace is the 

inability of strongly securing our network. This is so because the internet and the information 

it holds are not adequately safeguarded thereby leaving the network porous for perpetrators to 

attack. Internet crime is compounding security threats to individuals and the society at large. 

This is due to lack of adequate security restrictions to access. It therefore, becomes very 

necessary to provide an enhanced network security system that will protect our 

computer/network from being attacked over the internet by hackers, viruses, and worms. 

Network security consists of the provisions and policies adopted by a network 

administrator to prevent and monitor unauthorized access, misuse, modification or denial 

of a computer network and network accessible resources (Ramana et al, 2014). It is geared 

towards protecting the websites servers or domains from various forms of attack. Network 

security according to Shilpa et al (2017) starts from authenticating any user most likely as 

username and a password. Once authenticated, a firewall enforces access policies such as 

what services are allowed to be accessed by the users. 

With hackers increasing and becoming smarter day by day, the need to utilize network 

security tool becomes more and more important and in this study, the network security tool to 

utilize is an enhanced firewall (Next Generation Firewall System) system for network and 

internet security.  



COOU Journal of Physical ciences 3(1), 2020S  CJPS COOU
 

 

w e b s ite :w w w.co o u .e d u .n g .

384 
 
 

A Firewall is a networking system that helps in preventing unauthorized access of 

one’s computer over the internet, that is, it acts as a protection barrier between the system and 

the network, (Sahithi & Tarik, 2015). Firewall is a network security system that grants or 

rejects network access to traffic flow between an un-trusted zone and a trusted zone. The 

basic purpose of a firewall is to keep uninvited guests from browsing your network. A 

firewall, according to Rahul (2011) is a hardware or software solution implemented within 

the network infrastructure to enforce an organisation’s security policies by restricting access 

to specific network resources.  

Firewalls   are   really   substantial in   any   secure   network, however   using   

firewalls   is   necessary   and   not   sufficient, because firewalls   cannot protect against   

attacks that do not go through the firewall for example internal attacks, and cannot defend 

against social engineering attacks that is why you must use so many security system (IDS, 

DMZ, Anti viruses) in order to maintain your network security. While a firewall may be able 

to prevent access to malware, it may not be capable of detecting malware on your computer 

and getting rid of it. That is why this enhanced firewall system software that integrates a 

firewall, a malware filtering system and an intrusion detection system is proposed. This study 

aims to develop an enhanced (Next generation) firewall system for network and internet 

security in order to enhance the security of computer networks. 

Without adequate internet security on any given network, hackers can easily gain 

access to the network and important data can be compromised, malicious code and viruses 

can slip into the network and gain access to the computer systems connected to the network 

causing various sorts of issues. With hackers increasing and becoming smarter day by day, 

the need for this study arises. The objectives are: To develop a prototype firewall system that 

will be used in the prevention of attacks from over the internet, ii. To build an authentication 

system for insider network users. 

With the advent of the internet and new networking technology, the world is 

becoming more interconnected, and as with any communicative medium, there are channels 

for malicious intent where some information of value is stolen or accessed without the 

consent of the originator. To combat this, it becomes necessary for the development of 

enhanced firewall system that will be used for the purpose of stopping unwanted traffic from 

coming into the network. 

The scope of the study is to design and implement an enhanced Firewall System that 

will be used to: i. Watch the network traffic for incoming data packets, ii. Have access to a 

database that will contain a list of malicious traffic data that will be used as references to 

check for incoming data packets, and iii. Block traffic of suspected and detected intruders. 

 

2 Review of Related Works 

Aakanksha (2016) employed distributed firewall for network security. Distributed Firewall is 

a host-resident security software application that protects the enterprise network’s servers and 

end-user machines against unwanted intrusion. It is a mechanism to enforce a network 

domain security policy through the use of a policy Language, policy distribution scheme 

enabling policy control from a central point and certificates, enabling the identification of any 

member of the network policy domain. It secures the network by protecting critical network 

endpoints, exactly where hackers want to penetrate. It filters traffic from both the Internet and 

the internal network. They provide unlimited scalability and also they overcome the single 

point of failure problem presented by the perimeter firewall. Ramandeep and Amritpal (2017) 

examined several Internet-centric firewall designs in an attempt to meet security and 
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performance requirements of multitier applications and by deploying firewalls in series, they 

were able to significantly increase the difficulty of obtaining unauthorized access to sensitive 

resources from the network.  

Seifedine and Wassim (2008), in their design and implementation of system and 

network security for an enterprise with world-wide branches, described how the network can 

be more secured by encrypting the sending data using internet protocol security between 

user and server. They applied several concepts and showed the actual practices of these 

concepts through Virtual Private Network (VPN), using a secure tunnel protocol and makes 

the virtual connection between user and company connected through remote access. Thus, 

the main objective of VPN is to prevent outsiders (hackers) from interfering with messages 

sent among hosts in the network, and to protect the privacy and integrity of messages going 

through untrusted networks. VPN makes the network between companies and users secure. 

VPNs provide the ability for two offices to communicate with each other in such a way that it 

looks like they're directly connected over a private leased line. VPN, which is a solution to 

viruses and hackers threats make the network between companies and users secure.  

Tung et al (2007) proposed a tool called PolicyVis which visualizes firewall rules and 

policies in such a way that efficiently enhances the understanding and inspecting firewall 

policies, this approach which visualizes firewall policies is to enable the user to place general 

inquiry such as ‘‘does my policy do what I intend to do’’ unrestrictedly. PolicyVis provides 

visual views on firewall policies and rules which gives users a powerful means for inspecting 

firewall policies. Tung et al (2007) described the design principals in PolicyVis and provide 

concepts and examples dealing with firewall policy’s properties, rule anomalies and 

distributed firewalls. As a result, PolicyVis considerably simplifies the management of 

firewall policies and hence effectively improves the network security, in order words, 

firewalls can be significantly ineffective in protecting networks if policies are not managed 

correctly and efficiently 

Tharaka et al (2016) applied firewall capacity along with other firewall technologies 

such as packet filtering, network address translation, virtual private network and proxy 

services in order to prevent unauthorized accesses. Smiriti and Nishi (2014) defined Firewalls 

as core elements in network security. A firewall element determines whether to accept or 

discard a packet that passes through it based on its policy. Firewall allows separation between 

frontend and backend entity so as to ensure security. A firewall is software or hardware based 

network security system that controls the incoming and outgoing network traffic by analyzing 

the data packets and determining whether they should be allowed through or not, based on 

applied rule set. Due to the increasing threat of network attacks, firewall has become more 

important elements to secure our data from the unauthorized attacks on the network. Its task 

is ideally to filter out unwanted network traffic coming from or going to the secured network. 

The filtering decision is based on the firewall policy which is set of ordered filtering rules 

defined according to predefined security policy requirements. Smiriti and Nishi (2014) 

highlighted various firewall policies, compared them and concluded that in order to provide 

proper network security service, proper management of firewall rules is needed.  

 

3.1 Analysis of the Existing System   

Network firewalls are frequently used to prevent unauthorized internet users from accessing 

private networks connected to the internet, especially intranets. The existing system which we 

refer to as traditional firewall system relies on common application ports to determine the 

application that are running and the types of attacks to monitor. It checks each packet 

https://www.webopedia.com/TERM/I/Internet.html
https://www.webopedia.com/TERM/I/Internet.html
https://www.webopedia.com/TERM/I/Intranet.html
https://www.webopedia.com/TERM/I/Intranet.html
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individually and is not able to discern the flow of traffic. It is able to control the traffic that is 

allowed to enter or exit a point within the network. Intrusion detection system (IDS) and 

intrusion protection system (IPS) are deployed separately on an appliance that is separate 

within a single appliance. It supports network address translation. With most system 

movement utilizing web conventions, traditional firewalls cannot recognize honest to 

goodness business applications and assaults, so they should either permit all or reject all. 

Plainly, something stronger than a traditional firewall was required that could propel security 

capacities without affecting the idleness of the system, which is the thing that prompted the 

development of this enhanced firewall system. 

 

3.2.  Analysis of the Proposed System 

The proposed system is an enhanced firewall system that provides application awareness 

which makes security policy control more granular. This combined with deep packet 

inspection, provides a better platform to deal with new and emerging threats. It tracks the 

identity of the local traffic device and user and can control what a specific user is allowed to 

send and receive. It is integrated with intrusion detection system which allows for improved 

performance and greater accessibility to information from all layers of the traffic. Real time 

reporting is possible on network activity including users, applications and bandwidth 

consumption. The proposed system works by receiving packet from the first LAN card that 

connects to the internet and from the ports that the system scans it. Then it sends the packet to 

a buffer, the system will be examining each packet in the buffer by comparing the IP address 

of the source computer and destination computer of packet with authorized IPs table. 

Therefore, the number of ports and the IP of source and destination computer determine the 

level of security. Whereas the IP of the source or destination computer is unauthorized the 

packet is rejected, access is denied and sends message to the request owner (source computer) 

about this situation. When the IP of the source and destination address is authorized, the 

firewall system will ask the user about his name and password to login inside the protected 

network. If the name and password is not true the firewall system will reject his request until 

the user enters the true name and password or cut the connection. But when the user enters 

the true name and password, the firewall system sends the packet to the second LAN card 

connected to the protected network. 

 

Results 4.1 

Fig 4.1 Intrusion Module System 
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Fig 4.2 Spam Mail Checker for blocking spam email 

 
 

5.1 Summary 

The aim of this research is to produce a protection layer that can be used to prevent intrusion 

in any network connected to the internet. To do this, a Firewall System was proposed and its 

features defined in the introductory chapter of this research. Literature review was conducted 

on what has been done by other researchers in the field of internet security. The design phase 

of the research was done where the blueprint that would be used to design the system was 

described and the implementation of the developed system was presented in the report. 

 

5.2 Conclusion 

The Enhanced Firewall System using Intrusion Detection Approach was designed using the 

combination of the Visual Basic Object Oriented Programming Language and the Access 

relational database system. The system was designed to ensure that the network was protected 

from foreign intrusions and was able to detect attacks from known/unknown IP addresses as 

well as detect and recognize spam electronic messages send over the internet.   
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