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ABSTRACT 

The research work is concerned with the implementation of biometric fingerprint 

authentication system in human resources management system. The modern computer 

security is a battle between high security and low friction. Developers want users to use 

unique, complicated passwords for their apps to increase security. Human resources 

management System is designed to ensure that the organization is equipped with the right 

level of human resource tracking for each separate department of the organization. The main 

feature of Employee Automation System is time tracking for employees. The system is 

implemented based on biometric fingerprint features that identifies certain or specific 

employee. The system can be accessible from remote network. The developed system also 

includes the employee fingerprint verification, employee attendance, employee tracking, 

employee leave, and salary payment and promotion modules. The operational activities of the 

system are accessed or controlled by three users, like Admin, Operator and Employee. The 

admin can access all the features, whereas the operator panel is designed to run the software 

in office time and takes fingerprint attendance.. The method used for analyzing this proposed 

system for Application of Employees Management System is Structured System Analysis and 

Design Methodology (SSADM). The proposed system is secure, user friendly and can be 

accessed anywhere. The system was  designed with client-server model and software 

methodology . 
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1.1 BACKGROUND OF STUDY 

Manual handling of employee information poses a number of challenges. This is evident in 

procedures such as leave management where an employee is required to fill in a form which 

may take several weeks or months to be approved. The use of paper work in handling some 

of these processes could lead to human error, papers may end up in the wrong hands and not 

forgetting the fact that this is time consuming. A number of current systems lack employee 

self-service meaning employees are not able to access and manage their personal information 

directly without having to go through their human resources (HR) departments or their 

managers. Another challenge is that multi-national companies will have all the employees 

information stored at the headquarters of the company making it difficult to access the 

employees’ information from remote places when needed at short notice. The aforementioned 

problems can be tackled by designing and implementing a web based HR management 

system with biometric verification system. This system will maintain employee information 

in a database by full privacy and authority access. The project is aimed at setting up 

employees information system about the status of the employees, the educational background 
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and the work experience in order to help monitor the performance and achievements of the 

employee through a password protected system. 

Employees are the backbone of any company therefore their management plays a 

major role in deciding the success of an organization. Human Resource Management 

Software makes it easy for the employer to keep track of all records. This software allows the 

administrator to edit employees, add new employees as well as evaluate an employee’s 

performance. Employees can be managed efficiently without having to retype back their 

information in the database. You can check to see if there are duplicate positions/employees 

in the database. A flexible and easy to use Employee Management software solution for small 

and medium sized companies provides modules for personnel information management 

thereby organization and companies are able to manage the crucial organization asset – 

people (SyedNavaz et al, 2013). The combination of these modules into one application 

assures the perfect platform for re-engineering and aligning Human Resource processes along 

with the organizational goals. This system brings about an easy way of maintaining the 

details of employees working in any organization. It is simple to understand and can be used 

by anyone who is not even familiar with simple employees system. It is user friendly and just 

asks the user to follow step-by-step operations by giving easy to follow options. It is fast and 

can perform many operations for a company. 

Human resources management is very significant in the administration and 

management of organizations. Lack of security and extensive paperwork in the traditional 

systems reveal that there is a need for new approach for personal verification and employee 

identification technologies. In recent times, organizations have started to benefit from 

fingerprints and facial recognition more than before for personnel attendance. Moreover, the 

fact that no two individuals have the-same finger prints and face shape increases the system 

security. It can be also asserted that, since fingerprints and facial structure remains unchanged 

throughout lifetime, it remains unique and sustainable. All biometric devices take a number 

of measurements from an individual then digitally process the result of these measurements 

and save this representation of the individual's traits into a template. Templates are then 

stored in a database associated with the device or in a smartcard given to the individual. 

Several cooperate organizations in Nigeria perform Human Resources operations using the 

manual paper based methods for record keeping, documentation and filing. This open up 

room for several short comings in that department which include:- 

• The recruitment process is slow and laborious as it involves painstakingly collecting 

and filing each application and sorting them into groups 

• The production of reports of staff attendance and leave records is a time consuming 

process as they have to be sourced from documents of the staff which are filed in 

paper based cabinets which make it difficult for information retrieval 

• There is a risk of loss of employee files due to instances such as theft, fire or 

catastrophes caused by human or natural elements 

• Accessing and sharing staff information by HR management staff is difficult and 

expensive where the company or organization operates on a multi branch level as 

copies of files will have to be made and posted from the branch to the head office 

periodically 

File storage cabinets get filled over a period of time, so that space for information storage 

become a concern for the company’s management. The objective of the research is to develop 

a Web Based Human Resources Management System with Biometric Authentication that will 

be able to perform the following functions: 
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• Provide a system that will store the basic information of every staff in an 

organisation 

• Provide the provision for the management of Staff Promotion 

• Allow for the access of information by any authorised user connected to the 

internet irrespective of their location 

• Enable the collection and gathering of recruitment of new staff via the online 

platform 

• Ease the process of staff leave exercise by proving the necessary information 

and management tools 

• Record information for the cases of disciplinary misconduct taken for any staff  

• Provide search capabilities to enable HR staff quickly and easily get 

information on employee. 

• Provide authentication of the staff using biometric verification 

 

2.0. Review of related works 

According to Ann (2014) Biometric identification answers the question “who are you” and 

can be applied to both physical and digital scenarios. It is an established solution that is being 

used in many applications including law enforcement, defense, and border control. 

Biometric identification usually applies to a situation where an organization needs to identify 

a person. The organization captures a biometric from that individual and then searches a 

biometric repository in an attempt to correctly identify the person.  

Biometric authentication is a security process that relies on the unique biological 

characteristics of an individual to verify that he is who is says he is. Biometric authentication 

systems compare a biometric data capture to stored, confirmed authentic data in a database. If 

both samples of the biometric data match, authentication is confirmed. Typically, biometric 

authentication is used to manage access to physical and digital resources such as buildings, 

rooms and computing devices (Ann,2014). 

Alison, (2014) explains that Biometric authentication asks the question “can you 

prove who you are” and is predominantly related to proof of identity in digital scenarios. A 

system will challenge someone to prove their identity and the person has to respond in order 

to allow them access to a system or service. 

Traditionally, the response involves presenting an authenticator, or factor, that is 

bound to that person. The system would then ask for a secret that the person knows, like a 

PIN/Password or a one-time-password (OTP) generated by a cryptographic process, or 

something the person has, such as a private key stored on a smartcard that is used as part of 

Public Key Infrastructure (PKI) authentication (Alison, 2014) 

Biometric authentication involves use of a factor that is something a person is – a 

biometric identifier from a person can include a fingerprint, their voice, face, or even their 

behavior. This biometric is indexed against other identifiers, such as a user id or employee 

number, with the identifier being matched against a single stored biometric template – one-to-

one match. 

The biometric can then be used solely in an authentication system – a person touches 

their finger on a sensor embedded in a smart mobile device, used by the authentication 

solution as part of a challenge/response system. Is it my finger? Yes, then my smartphone is 

unlocked, or No it isn’t my finger and the smartphone remains locked. Or, the biometric can 

be used as part of a multi-factor biometric solution where the biometric is used in conjunction 

with other authentication factors, like a private key, or as part of a multi-modal biometric 
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system where a combination of biometric modalities are used, such as voice and face (Alison, 

2014) 

Alison, (2014) states that one of the main differences between biometric identification 

and biometric authentication is that in identification there is a relatively simple match of a 

‘live’ biometric with a stored biometric template. For authentication, the biometric is used as 

part of a biometric protocol that includes the use of standardized authentication processes 

including identity proofing, cryptographic protocols, identity assertion, and credential 

lifecycle management. Human Resource Management System integrated with Biometric 

device records and registers the time-attendance of employees controls employee access, 

manages payroll of personnel with higher accuracy (Anderson,2014). Human resources is the 

set of individuals who make up the workforce of an organization, business sector, or 

economy. Human resources are the people who work for the organization; human resource 

management is really employee management with an emphasis on those employees as assets 

of the business (Henderson, 2014).  In this context, employees are sometimes referred to as 

human capital. As with other business assets, the goal is to make effective use of employees, 

reducing risk and maximizing return on investment.  Areas of HRM oversight include among 

many others -- employee recruitment and retention, exit interviews, motivation, assignment 

selection, labor law compliance, performance reviews, training, professional development, 

mediation, and change management (Rouse, 2012). 

 

3.0 Proposed system and Implementation 

The proposed system is an e-HRM with Biometric authentication and verification. This 

software allows the administrator to edit employees, add new employees, transfer, promote, 

and terminate employees. Each employee in the database is associated with a biometric 

identity (Colleen, 2014). The authentication systems provide a means of verifying identity by 

collecting information about unique human characteristics and comparing that information to 

previously submitted data.  Employee can be added and edited when need arises. Employees 

can be transferred between positions easily without having to retype back their information in 

the database. You can check to see if there are duplicate positions/employees in the database. 

Most of all, the employer can assign tasks to employees and assess their progress in order to 

keep track of employee performance.  

 

3.1 System Architecture 

The system architecture for the proposed Web Based Human Resources Management System 

with Biometric Authentication is illustrated in figure 1: 

 
Figure 1. System Architecture 

4.2 SYSTEM IMPLEMENTATION 
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The Web Based Human Resources Management System with Biometric Authentication 

System was implemented using PHP, JavaScript, HTML and MySQL database management 

system. System implementation follows the approval of the system proposals and its 

objectives, so as to arrive at a satisfactory, implemented, completed and evaluated function of 

the automated system. 

Below are discussed the several user interfaces that make up the Human Resources 

Information System with Biometric Verification. 

  

LOGIN PAGE 

 
Figure 2: login page  

This is where the users will be able to gain access into the system by providing their 

usernames and passwords.  

 

STAFF ENROLLMENT FORM 

 
Figure 3: Staff Enrollment Interface 

 

ADD BIOMETRIC AUTHENTICATION VERIFICATION FORM 
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Figure 4: Biometric data 

 

4.0 CONCLUSION 

Modern security is a battle between high security and low friction. Developers want users 

to use unique, complicated passwords for their apps to increase security. One way to 

combine both performance and security is to take advantage of fingerprint features that 

are now prevalent on high-end smart phones and other mobile devices. Because, 

fingerprint features have a number of benefits over passwords, such as, performance, 

security, permanence, etc. This is really authentic news that last couple of year many 

sensors device like finger print, eye/image detection, punch card system are available in 

Nigeria using this many organization secure their system. More organizations are going to 

establish their business using this secure system for that they easily maintain their 

employee securely. This project work is design and implementation of a Web Based 

Human Resources Management System with Biometric Authentication. In future, the 

system will combine with a secondary authentication scheme such as a secure PIN, so 

that; it will enhance security for the application and ensure the authenticity of the user. 

This system will be further developed with some additional features of original 

fingerprint images processing in employee automation system. 
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