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ABSTRACT 

The advent of pc administration has provided a platform for users to share pc resources between 

several devices, bandwidth limitation default connection are some of the challenges users face. In 

other device, connection is usually through Wi-Fi, Bluetooth and GSM-SMS in which remote 

server is cycled in a certain area of coverage. The aim of this paper is to design and implement a 

remote pc administration system using android device, this will help users to start and stop 

application, it can also help to control other device of remote computer using mobile device and 

also to access file. Object oriented analysis and design methodology (OOADM) was adopted for 

the analysis of the existing system and implementation of a new system. The system was design 

using java and android studio for mobile application. Users can have access to their personal 

computer with the use of their handset. It will found out that pc administration today is mostly 

through Wi-Fi and Bluetooth, which has short, communication range when implemented, will 

enable secure and reliable long range communication between devices. 
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1. INTRODUCTION 

This is the connection to a system from a secondary location other than that of the primary 

location of the system being accessed (Lahaie, 2013). Mobile phones and computers have become 

part of our life. Much more can be accomplished with mobile phones. Remote personal computer 

administration refers to any method of controlling a computer from a remote location; Software 

that allows remote administration is becoming increasingly common and is often used when it is 

difficult or impractical to be physically near a system in order to use it. A remote location may 

refer to a computer in the next room or one on the other side of the world. It may also refer to both 

legal and illegal (i.e. hacking) remote administration.  

Any computer with an Internet connection, TCP/IP or on a Local Area Network can be 

remotely administered. For non-malicious administration, the user must install or enable server 

software on the host system in order to be viewed. Then the user/client can access the host system 

from another computer using the installed software. Usually, both systems should be connected to 

the internet, and the IP address of the host/server system must be known. Remote administration 

is therefore less practical if the host uses a dial-upmodem, which is not constantly online and 

often has a Dynamic IP an Android device is a device that runs on the Android operating system. 

Android is an array of software intended for mobile devices that features an operating system, 

core applications and middleware. An Android device may be a Smartphone, tablet PC, e-book 

reader or any type of mobile device that requires an operating system, android is developed by the 

Open Handset Alliance, which is led by Google. (Rubin, 2002) Google’s director of mobile 

platforms commented “There should be nothing that users can access on their desktop that they 

cannot access on their cell phone.” with this vision the popularity of smart phones having 

Google’s Android Operating System is continuously on the rise in the 21 century .Clear display of 
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computer screen can be achieved using the proposed technology. So this is very useful for people 

and can serve at crucial times. 

 

2. LITERATURE REVIEW 

2.1 PC Administration 

PC administration is a group of technical knowhow that makes changes on a computer that will 

affect other users of the computer. Administrators can change security settings, install software 

and hardware, access all files on the computer, and make changes to other user accounts 

(Ogbonna et al. 2017) 

 

2.1.1 Types of PC Administration 

i. Firewall with Advanced Security: 

 Windows Firewall with Advanced Security is an MMC snap-in used for advanced configuration 

of the software firewall included with Windows. Basic firewall management is best performed via 

the Windows Firewall applet in Control Panel. Windows Firewall with Advanced Security is 

included within Administrative Tools in Windows 10, Windows 8, Windows 7, and Windows 

Vista. 

ii. Computer Management: 
Computer Management is an MMC snap-in used as a central location to manage local or remote 

computers. Computer Management includes Task Scheduler, Event Viewer, Local Users and 

Groups, Device Manager, Disk Management, and more, all in a single location. This makes it 

really easy to manage all the important aspects of a computer. 

iii. Event Viewer: 

Event Viewer is an MMC snap-in used to view information about certain actions in Windows, 

called events. Event Viewer can sometimes be used to identify a problem that has occurred in 

Windows, especially when an issue has occurred but no clear error message was received. Events 

are stored in event logs. A number of Windows event logs exist, including Application, Security, 

System, Setup, and Forwarded Events. Application specific and custom event logs exist in Event 

Viewer as well, logging events that occur with and are specific to certain programs. Event Viewer 

is included within Administrative Tools in Windows 10, Windows 8, Windows 7, Windows 

Vista, and Windows XP. 

 

2.2 REVIEW OF RELATED WORKS 

Several applications are available for the purpose of connecting to computers on a network 

remotely. Some of such applications are as stated below; 

i. COMPROID-Remote Desktop Access through Android Mobile Phone  

ii. Ultra VNC (Virtual Network Computing)  

iii. Remote Computer Access through Android Mobile   

iv. Remote Access with ShowMyPC.com  

v. Remote Desktop  

i. COMPROID-Remote Desktop Access through Android Mobile Phone 

The functions provided by Compdroid are screen capture, application shortcuts, and keyboard 

shortcuts and file transfer. The system is based on client server architecture where the client sends 

request to the server and waits for a response. With the Compdroid application, when a user wants 

to access a remote system, the user runs the Compdroid application on his or her android phone 

and broadcast the request to establish the connection on the network using an IP address and the 

server whose IP address 15 matches the broadcasted IP address will accept the request (Inamdar et 
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al., 2013). Then server sends a One Time Password (OTP) message for authentication to the client 

and when it is validated a connection is then established between the server and smartphone.  

ii. Ultra VNC (Virtual Network Computing)  

VNC is a cross-platform application that can be used to take control of a remote computer over a 

network (Baig et al., 2012). The technology underlying the VNC system is a simple protocol for 

remote access to graphical user interfaces. The protocol will operate over any reliable transport 

such as TCP/IP (Richardson et al., 1998). VNC consists of two components which are VNC 

Server and VNC Viewer. To be able to connect to a host computer and control the host from the 

client, VNC Server must be running on the host computer and the VNC viewer must be running 

on the client computer. When VNC Viewer accesses a host computer, the client computer mouse 

and keyboard are shared with the host computer (VNC User Guide, 2012). When two computers 

(the client computer and host computer) are connected, the user can print host computer files to a 

local printer, transfer files between client and host computers, copy and paste text between client 

and host computer and even chat. In terms of technology, VNC system is based on RFB (Remote 

Frame Buffer) protocol to transmit all information between connected devices (Inamdar et al., 

2013).  

iii. Remote Computer Access through Android Mobiles  

From the above, one can clearly see that VNC is more or less a remote solution support software 

but not an application specialized for remote system administration purposes. Also, you have to 

install the viewer in the client computer, which still demands that you are nearer to a computer or 

even have the right to installation on such computers. (Chintalapati & Srinivasa, 2012) in 

designing a remote computer access through android built it based on the VNC protocol which is 

actually the RFB protocol. Their system was to allow desktop sharing, text input, pointing and 

clicking However, before a user could do any of these to a remote computer, VNC server was to 

be installed on a remote computer and their app which was built using java installed on a 

smartphone. A user will be required to enter a user name, a password and the IP address of the 

remote computer to be accessed. This system can also be used for file transfer, controlling remote 

desktops over the internet and also for accessing applications running on remote computers, 

however, it does not extend to remote system administration. The security of their system also 

leaves much to be desired as compared to the security (the self-signed SSL certificate) that will be 

incorporated into the android app this research is implementing.  

iv. Remote Desktop 

Remote desktop is an application that works only over a TCP/IP network such as the Internet and 

allows a user to control the desktop and possibly takes control of the contents of one computer 

from the local one (Morris, 2008). Remote desktop application provides features like file transfer 

and text chat. Remote desktop is a function which was included with Windows XP Professional, 

to enable users to connect to other computers across the Internet from virtually any computer, 

Pocket PC, or smartphone. A user who has only one license for an application can make other 

users access it using remote desktop. However, before a computer can be connected to using 

remote desktop technology, this involves configuring software on both host or local computer 

controlling the connection and the target or remote computer to be accessed (Baig et al., 2012). 

For example, that computer must have a user account with a password, an IP address and must be 

configured to accept remote connections. Remote Desktop is implemented using Remote Desktop 

Protocol (RDP) and TCP/IP protocol. However, latest versions of Windows operating systems 

like Windows 8 are implementing Remote Desktop using RDP, TCP/IP and RFB protocols. As 

the complexity of IT increases each day, it is important to continually deliver effective and timely 

help desks solutions everywhere through the most efficient means possible. Remote assistance 

supports text chat, computer control, voice chat and file transfer. The basic function of Remote 
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Assistance is helpdesk type activities where one experienced user remotely assists another user 

(BigFix Inc., 2007).  

v. Remote Access with ShowMyPC.com 

Bedeschi and Vincenzetti (2007) defined Remote Control System as an Information Technology 

stealth investigative tool which can also be used for attacking, monitoring and infecting 

computers and Smartphone. It is an offensive security technology. Remote Control System was 

developed by a company called Hacking Team in Italy by two individuals called Valeriano 

Bedeschi and David Vincenzetti (2008). Remote Control System is capable of monitoring web 

browsing, opened or deleted files, printed documents, call history, chats, SMS and GPS 

information. All these monitoring can be done without the users detecting that it is even installed 

on their systems. It is also a cross platform application. Although Remote Control System is a 

very intelligent remote tool, it is not for remote system administration purposes but rather for 

spying on people and intelligence gathering as compared to this research work which intends 

turning a smartphone into a tool that can be used for remote system administration purposes.  

 

2.3 Mobile Device 

A mobile device (or handheld computer) is a computing device small enough to hold and operate 

in the hand. Typically, the device has a either flat screen display with a small numeric keypad or 

alphanumeric keyboard, or a touch screen providing a virtual keyboard and buttons (icons) on-

screen. Many such devices can connect to the Internet and interconnect with other devices such as 

car entertainment systems or headsets via Wi-Fi, Bluetooth or near field communication (NFC). 

Integrated cameras, digital media players, mobile phone and Global Positioning System (GPS) 

capabilities are common. Power is typically provided by a lithium battery. Mobile devices may 

run mobile operating systems that allow third-party apps specialized for said capabilities to be 

installed and run. Early pocket-sized devices were joined in the late 2000s by larger but otherwise 

similar tablet computers. Input and output is now usually via a touch-screen interface. 

Smartphones and personal digital assistants may provide much of the functionality of a laptop or 

desktop computer but more conveniently 

 

2.3.1 Types of Mobile Device  

I.Laptops 

Laptops are of course the de facto portable computing device since they are designed to do 

everything a desktop PC can do, just from different locations. The smallest and most portable 

notebooks, ultraportable, weigh under 3 pounds (or under 5 pounds, depending on who you ask) 

and have screen sizes 13" or under. While laptops have the most computing power of the mobile 

devices listed here and they can be very travel-friendly, they are actually the least portable of your 

mobile device options; many people are even starting to replace (or supplement) using regular 

laptops with smaller, more mobile devices. If you're in the market for an ultraportable, though, 

our guide to PC Hardware/Reviews has a selection of ultraportable laptops for you. 

II.Netbooks 

For some, even ultraportable laptops are too big. Netbooks, also referred to as subnotebooks, have 

a more compact form factor, with typically 10" screen sizes (though the first mass market 

netbook, the ASUS Eee PC had a 7" screen) and can weigh as little as 2 pounds. Netbooks are 

great because they're inexpensive, usually have long battery lives, and can do the most common 

(least processor-intensive) tasks most of us use our computers for, like surfing the Web, checking 

email, and using office productivity programs. They trade these benefits, however, for less robust 

performance. Using your netbook for work is possible, however, depending on your tasks. 
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III.Tablet PCs 

The tablet, as a category of mobile computing devices, is less dependent on size or weight than on 

input -- they are computing devices that take input from a stylus and/or touchscreen (convertible 

tablets also offer a keyboard). Early tablet PCs championed by Microsoft used pen-based 

computing and ran a tablet-customized version of Windows XP (Windows Tablet PC Edition). 

More recently, especially after Apple's introduction of the iPad, tablets are moving away from 

running the same operating systems as desktop and laptop PCs, running instead mobile OSes like 

iOS and Android. As a result, those kinds of tablets may not run traditional desktop software, 

though they excel at cloud computing and offer a wealth of mobile apps. Be sure to check out 

our Slate Tablet Roundup. 

IV.Ultra-Mobile PCs (UMPCs) 

For traditional computing in the smallest package, ultra-mobile PCs (UMPCs) may be the answer. 

UMPCs are mini computers or, to be more precise, mini tablets (with touchscreen/stylus/keyboard 

input options). With displays 7" and under and weighing less than 2 pounds, UMPCs are true 

pocket able devices and offer traditional or full-fledged operating systems like Windows XP, 

Vista, and Linux (some UMPCs, though, run Windows CE and other specialized operating 

systems). UMPCs offer broader traditional or general-purpose application support than 

smartphones, and a much smaller form factor than laptops or netbooks. They also have less 

battery life and smaller screen real estate, however, and demand premium prices due to their small 

size and lower market demand. View a selection of the best UMPCs/MIDs based on hardware 

features and innovation. 

 

V.Mobile Internet Devices (MIDs) 

Mobile Internet Devices are often even smaller than UMPCs, with displays around 5". Designed 

specifically as " Internet in your pocket" and multimedia devices, MIDs usually don't have 

keyboards, but some of their advantages are near instant-on features, lower prices than UMPCs, 

and low power usage. They're best for Internet surfing and media consumption rather than 

traditional computing -- in other words, they won't replace your notebook. 

 

VI.Smart phones 

Smartphone, with their combination of Internet and Wi-Fi access as well as cellular 

communication capabilities, are perhaps the devices driving mobility today, for both professional 

and consumer purposes. IPhones and Android smartphones in particular are showing rapid 

growth, soon to surpass feature phones. With smaller screen sizes than MIDs and UMPCs, 

however, and many smartphones lacking hardware keyboards, working off a smartphone for 

extended periods of time can be limited. They are great communication devices, however, and for 

Internet surfing on the go; many business mobile apps also enable "anytime, anywhere" 

productivity. 

VII.PDA 

Lastly, there's the venerable PDA. Though PDAs like the Dell Axim and HP iPAQ are going out 

of favor, since smartphones can do what PDAs do plus add telephony and data, PDA users still 

abound and using a PDA has some advantages over smartphones. Many smartphones require, for 

example, a monthly data plan, whereas you can use a PDA at a Wi-Fi hotspot for free data 

connectivity. There's also a lot of business-oriented PDA software still available since the earliest 

PDA adopters were business users. The downside, however, is that PDA development has come 

to a halt, and the demise of the standalone PDA may just be a matter of time. As the earliest type 
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of pocket-sized mobile computing device, though, PDAs have earned their place in the mobile 

device hall of fame. 

 

3.0 PROPOSED SYSTEM 

The proposed system design and implementation of a remote pc administration using android 

system, this is a communication between the computer system and a smart phone, where a user 

has to create a connection by matching the IP address generated from remote server or the pc 

administration. When the two systems are connected the user can follow the different modules 

and complete the task, he can transfer file or upload files either from the PC or Smartphone 

 

3.1 Architecture of the Proposed System 

 

 

 

 

 

                             Figure 1 proposed system architecture 

 

 

 

 

 

 

 

 

Figure 1: Architecture of the new system 

3.2 implementation 

User enters IP address of his PC on his mobile phone. Every time a new password is sent by the 

PC to the user. Hence security is increased. There is communication between Android phone and 

PC. By using IP address of PC user communicate with the desktop. Custom shortcut keys can be 

created by the user. User can view the screen of PC on the Android mobile phone. User can send 

files from mobile to his PC and use drag and drop function of the mouse 

 

3.3 Methodology  

In order for the researcher to be able to implement the android application for remote system 

administration, the Object-Oriented Analysis and Design Methods (OOADM) model was adopted 

to help in implementing the android application. The OOADM model is the classical model of 

software engineering 
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3.4 Sample Input Interface 

 
 

4. RECOMMENDATION 

It is recommended that in the future the android application be made to be able to monitor and 

administer at least two remote servers at a time. The researcher also recommends that in the future 

a huge barrier will be broken if the application could be developed to run offline, that is even 

when there is no internet service on the smartphone it is installed on. It is also recommended that, 

in the future, modifications could be made to the application so that when a user wants to a 

connect to a server for monitoring purposes, the user is required to enter only the servers name 

and IP address instead of the server’s name, IP address and port number as currently done when 

connecting to a server to monitor it. 

 

4.1 Conclusion 

This technology is useful for people across various industries. Requirements of people will be met 

efficiently. Future work is to get user experience and let user make more custom changes for 

specific needs. The technology is useful for software engineer as well as other industries. In 

efficient way specific needs of various industry people and others will meet and will serve the 

requirements. This  
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